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The content provided in this presentation is for general 
information and awareness only. It is not intended to convey or 
constitute legal advice and is not a substitute for obtaining legal 
advice, which we cannot provide to you. You should consult with 
your own internal and/or external counsel and privacy team to 
become familiar with the issues that apply to your organization 
and how your organization intends to address them.
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What is Personal Data

Generally - Personal Data is information that when used 
alone or along with other data can identify an individual

Directly Identifying - Passport or SSN

Indirectly Identifying - Date of Birth

Different Laws Have Different Definitions

Your organization likely has its own definition by policy



What is Personal Data

European Union General Data Protection Regulation 
(GDPR) - “Personal Data”

Information relating to an identified or identifiable natural person.

An “identifiable natural person” is a person who can be identified, directly 
or indirectly, in particular by reference to an identifier such as a name, an 
identification number, location data, an online identifier or to one or more 
factors specific to the physical, physiological, genetic, mental, economic, 
cultural or social identity of that natural person.



What is Personal Data

California Consumer Privacy Act (CCPA)
The CCPA uses the term “Personal Information,” which is defined as information that identifies, 

relates to, describes, or is reasonably capable of being associated with, or could reasonably be 

linked, directly or indirectly, with a particular consumer or household.

California Online Privacy Protection Act (CalOPPA)
Information about a consumer collected online and maintained by the operator in an accessible 
form, including (1) first and last name; (2) home or other physical address, including street name 
and name of a city or town; (3) email address; (4) telephone number; (5) social security number; 
(6) any other identifier that permits the physical or online contacting of a specific individual; (7) 
information concerning a user that the web site or online service collects online from the user and 
maintains in personally identifiable form in combination with an identifier described in this list 
(this includes passively collected information like device identifier or geolocation data)
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Personal Data and Customer Validation

Collection of person information in CV is critical

Adopting best practices when collecting personal information...

Builds trust with your test community

Reduces data breach risk, and 

Assists your organization with compliance



Need to Comply with the Law

Ensure compliance with state data privacy laws such as 
CalOPPA and CCPA

Consider applicability of federal COPPA

Consider applicability of foreign laws like GDPR

Special Laws/Regulations - HIPAA, PCI, EU “Sensitive” 
Personal Data



Need to Comply with the Law Cont.

Roles in Personal Data Legal Compliance:

Data Controller

Data Processor



Need to Comply With Your Policies

Company internal policies typically cover Personal Data

Internal policies also cover security requirements

Company privacy policies cover Personal Data

Your test participant NDAs and agreements often cover 
tester Personal Data



Need to Meet Tester Expectations

What expectations do you set during onboarding about how you will collect, use 
and share their personal data?

Will your testers expect to be contacted for reasons other than matters related 
to the test?

When conducting CV, do you put a privacy policy or notice explaining your data 
collection, use, and sharing of personal data in front of your actual and 
prospective testers?

Do you use a test participation agreement that explains your personal
data policy?
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Best Practices

Collect only what you can justify

Use Personal Data collected in CV limitedly if possible

Design your procedures around the sensitivity of the data

Consult your internal policies and legal/privacy teams

Keep track of the location(s) of your Personal Data

Build test participant trust with clear communication



Collecting What You Can Justify

Consider current and future objectives when creating profile 
questions for test community

Example - date of birth or just age range

Consider test objectives when creating test questions

Encourage use of non-identifying usernames/avatars



Limit Use of CV Personal Data

What is your test participant expecting for use?

Might you discourage participation with over-contact/use?

Be careful about “Do Not Sell” requirements in California.

You want to build a happy Customer Validation community!



Design Procedures Around Data

“Privacy by Design”

Are you collecting highly sensitive or less sensitive data?

Should your data remain in a secure data center?

Centercode Platform has options available to clients



Design Procedures Around Data

And…

Make sure you 
train your staff.



Consult Legal/Privacy Teams

Consult your legal/privacy teams 

Discuss the Personal Data you are 
gathering (list categories) and from 
whom (age, state and country of 
residence, special demographic)

Encourage a realistic risk discussion
 (you aren’t collecting bank information)



Consult Legal/Privacy Teams Cont.

Coordinate with security team for
 special requirements

Review privacy policy and determine if another 
privacy notice or test participation agreement 
is required

Consider a comprehensive Test Participation 
Agreement (TPA)



Consult Legal/Privacy Teams Cont.

New company with limited resources?

Use common sense to adopt basic security and privacy    
policies and tester agreements/communications 
(password, clean desk, data storage, etc.)

Look at what other similar companies do for privacy

Use a third party provider for Customer Validation



Keep Track of Location of Personal Data

Set a policy for location of Personal Data (and backups) and train 
staff to comply

Remove data from this location in anonymous form (e.g. reporting 
with first name, last initial)

Collect Personal Data within your CV database in the locations 
that you have determined you are going to collect it

Maintain a data map where required by law (GDPR) or your 
policies, or where justified by the sensitivity of the data



Build Trust with Tester Community

Short summary for testers of key 
obligations, requirements, and privacy

Post a privacy notice where you collect their 
Personal Data

Provide testers with a way to opt out /  
delete data

Do not break expectations by sales contact
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Centercode Platform Features

You can restrict Personal Data collection to user “account” 
data and custom user “profiles” 

This allows ease of access to Personal Data by users
 and administrators

This is key to opt-out and user deletion features of
 the platform



Centercode Platform Features Cont.

Test 
Participation 
Agreement 
Execution



Centercode Platform Features Cont.

Executing Test 
Participation 
Agreement 
Highlights



Centercode Platform Features Cont.

Survey Tool

(for unusual 
compliance needs)



Centercode Platform Features Cont.

Privacy Policy Link



Centercode Platform Features Cont.

Notice Upon Initial 
Registration for 

Community



Centercode Platform Features Cont.

Date of Birth 
Feature



Centercode Platform Features Cont.

Personal 
Data-Free 
Reporting



Centercode Platform Features Cont.

SSO Integration



Centercode Platform Features Cont.

IP-Address Based 
Jurisdictional Blocking
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